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Glossary 

AI  Artificial Intelligence 

AIFS  Artificial Intelligence Forecasting System 

CAM  Class Activation Maps  

ECMWF  European Centre for Medium-Range Weather Forecasts 

EU  European Union 

IFS  Integrated Forecasting System 

LIME  Local Interpretable Model-Agnostic Explanations  

LRP  Layer-Wise Relevance Propagation  

ML  Machine Learning 

NWP  Numerical Weather Prediction 

PDP  Partial Dependence Plots 

SAGE  Shapley Additive Global Importance 

SHAP  Shapley Additive Explanations 

UQ  Uncertainty Quantification 
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1 Executive Summary 

This whitepaper explores the implications of broadly adopting data-driven models based on 
Machine Learning (ML), addressing issues of trust, explainability, and cybersecurity.  

Trust in AI systems relies heavily on users’ knowledge about the systems, as well as 
transparency and explainability of the models. Transparency as an important principle for 
ethical implementation of ML-based systems involves clear communication about how 
predictions are generated and the inherent limitations and vulnerabilities of AI systems and 
can thereby support building and maintaining trust. 

Going further, explainability ensures that stakeholders can understand and interpret the 
system’s operation and output, which is essential for effective human oversight, fostering 
trust and reliable decision-making. 

Various methods for Explainable AI (XAI) can enhance the transparency of AI models. These 
methods are applicable in different contexts, from individual predictions to overall model 
behaviour. They can be used for example in determining value-add of observational 
platforms, for after-event analysis to determine ways to improve the forecasts or for what-if 
climate scenarios to understand relevant factors.  

While these measures can build trust by addressing transparency, attacks such as data 
poisoning, evasion attacks, and privacy-related attacks can undermine the performance and 
credibility of AI models. Although these attacks have not been observed in operational 
systems and would require substantial expertise and sustained effort on the side of 
adversaries, the mere possibility of these attacks could erode stakeholder trust, emphasizing 
the need for robust security measures. 

These measures are essential to safeguard the integrity and reliability of AI-driven weather 
forecasting systems. In addition to standard IT security measures like access management, 
the resilience of data-driven systems can be enhanced via training with adversarial examples, 
continuous monitoring of anomalies, and employing techniques like red-teaming and 
penetration tests for ML-specific vulnerabilities. 

These topics also closely resemble requirements that the EU AI Act puts forth for high-risk AI 
systems regarding human oversight and cybersecurity.  

We put forward the following recommendations: 

• Develop voluntary codes of conduct for ethical AI implementation in meteorology, 
including requirements for cybersecurity and human oversight. 

• Adopt and evaluate explainability methods in data-driven models to foster trust and 
reliable decision-making. 

• Continuously monitor and improve the mentioned security measures to detect and 
prevent adversarial attacks. 

• Engage in active communication about explainability methods and security practices.	
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2 Introduction 

Advancements in Machine Learning (ML) architectures, in particular Deep Neural Networks 
(DNNs) and as a more recent extension transformer-based models, have led to the 
development of increasingly skilful data-driven weather prediction models in the last few 
years whose newest generation is now on par with or even surpasses the most advanced 
traditional physics-based numerical weather prediction (NWP) models like the European 
Centre for Medium-Range Weather Forecast’s (ECMWF) Integrated Forecasting System (IFS) 
across most of the relevant Earth system variables [1], [2], [3]. 

The increasing adoption of these Artificial Intelligence (AI) systems leads to questions of 
reliability becoming more important as inadequacies could have severe real-world impacts in 
critical areas like disaster prevention, agriculture, or aviation. The societal impact of weather 
forecasting in these areas is undeniable.  

As the issuance of warnings and advice on weather events is the domain of sovereign nation 
states, the EU AI Act does not regulate weather forecasting in particular. Nonetheless, 
besides legal requirements for high-risk AI systems the EU AI Act also calls for codes of 
conduct to support implementation of these requirements, which could be worth considering 
for systems that are not high-risk or lie outside the scope of the EU AI Act. Among these 
requirements are human oversight and cybersecurity: 

“natural persons to whom human oversight is assigned are enabled […]: 
(a) to properly understand the relevant capacities and limitations of the high-risk AI system and 
be able to duly monitor its operation, including in view of detecting and addressing anomalies, 
dysfunctions and unexpected performance; […] 
(c) to correctly interpret the high-risk AI system’s output, taking into account, for example, the 
interpretation tools and methods available;” (Art. 14 4.) 

 

“solutions to address AI specific vulnerabilities shall include […] measures to prevent, detect, 
respond to, resolve and control for attacks trying to manipulate the training data set (data 
poisoning), or pre-trained components used in training (model poisoning), inputs designed to 
cause the AI model to make a mistake (adversarial examples or model evasion), confidentiality 
attacks or model flaws.” (Art. 15 5.) 

 

These quotes mention two important concepts which will form the topic of this whitepaper: 
Explainability of predictions and AI specific vulnerabilities. Both can have a strong impact on 
the trust placed in data-driven systems. 

Understanding the psychology of trust involves recognizing the fundamentally relational 
nature of trust and trustworthiness, which necessarily encompasses both the presence of a 
trustor (the individual or entity placing trust) and of a trustee (the individual or entity that 
receives trust, in this case, the AI system)[4]. While the focus in an accompanying 
whitepaper of this series has been predominantly on AI as the trustee, and technical 
measures to create trustworthy AI, by increasing its robustness and ensuring reproducibility, 
it is equally important to consider the trustor – those who rely on AI for decision-making in 
contexts like weather forecasting.  

Trustworthiness of AI is context dependent. For example, the trust placed in a 
recommendation algorithm for reading material would be distinct from the trust in an AI 
system predicting severe weather events even if they utilised the same AI model architecture 
and if they had the same performance. This is a consequence of risk being fundamentally tied 
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to the application context of an AI model, a fact that is underlined for example by the EU AI 
Acts determination of high-risk-systems by their respective application areas. 

Each application has different implications for decision-making, which must be considered to 
foster trust. Empirical research highlights the importance of context in understanding how 
trust generalizes across different situations [5], [6]. Human factors such as decision stakes, 
time pressure, and prior experiences with the AI can impact perceptions of trustworthiness 
[7], [8]. 

The high complexity of ML-based weather prediction that leads to issues with explainability is 
not unique to AI models, but physics-based models benefit from their long use, which 
enabled them to build trust and acceptance with stakeholders over time. Additionally, AI 
models are not explicitly bound to adhere to physical laws, which may also negatively impact 
trust. This calls for finding ways to better explain predictions and the processes in which they 
were derived, further emphasized by empirical findings on transparency and explainability 
being a main technical factor for trust in predictions in general [6]. 

The other topic strongly impacting trust in AI systems we cover in this whitepaper is their 
security [6].Weather forecasting and climate change impact numerous stakeholder interests 
(governmental, civil, commercial) that may be at odds with one another. This may create 
motives for manipulating predictions made by these systems. Besides the more apparent 
motive to sway public opinion, particularly in the case of climate models, there are also 
economic motivations to consider. Predictions of climate change influence insurance costs and 
real estate prices (e.g. through the risk of flooding) and (anticipated) weather conditions 
significantly affect businesses in sectors like agriculture, energy, and commodities trading. 
Manipulating forecasts might therefore lead to financial advantages by affecting market prices 
and trading decisions. 

While these attacks have only been considered in a theoretical setting and would require 
substantial means and effort by attackers, the mere possibility of such a manipulation can 
have a stark effect on trust. Thus, if broadly adopted, data-driven forecasting systems must 
be robust enough to withstand attempts to distort the predictions or conclusions drawn from 
them. 

We structure the remainder of the whitepaper in the following way: 

Section 3 provides a general introduction to understanding explainability and interpretability 
in AI, defining terms and differences to physics-based NWP.  

Section 4 examines various explainability methods and their applicability in weather 
forecasting applications.  

Section 5 introduces the topic of adversarial attacks on weather forecasting models and 
highlights possibilities to help understand the threats and vulnerabilities that can emerge 
from AI systems, for example due to poisoned training data. 

Section 6 highlights possible countermeasures against those adversarial attempts at 
manipulation.  

We conclude with recommended actions and an outlook in Section 7. 
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3 Understanding Explainability in AI  

AI models are frequently complex and are often referred to as black-box models due to the 
inherent difficulty for humans to understand in detail the process that leads to their 
predictions. These models operate in ways that are not easily interpretable, which can create 
barriers to trust and adoption. By enhancing human understanding and making these models 
more transparent, we can significantly promote their acceptance and utilization also in 
sectors that involve high stakes such as many downstream use cases of weather forecasting 
and climate modelling. In this section we will discuss the importance of developing 
explainable models, shedding light on the need for transparency and accountability in AI 
systems. Additionally, we will address the challenges that hinder the explainability of AI 
models. 

 

3.1 Importance of explaining predictions in decision making 

The importance of explaining predictions in decision-making, particularly in high-stakes 
environments, cannot be overstated. In contexts such as disaster risk management, public 
safety, and resource allocation, the decisions made based on AI predictions can have 
profound implications [9]. Without a clear understanding of how these predictions are 
generated, stakeholders may face significant risks, including misguided responses to extreme 
events.  

In the context of AI, the terms "interpretability" and "explainability" have no standardised 
meaning and have been the subject of ongoing debate among researchers. While some 
scholars equate these terms, suggesting they refer to similar concepts [10], [11], another 
body of literature advocates for a clear distinction between them [12], [13]. Interpretability 
then encompasses the ability to understand and interpret a model's internal mechanics and 
decision-making processes, enabling users to grasp how decisions are made within the 
system. Thus, it refers to inherent qualities of a model. Conversely, explainability is typically 
viewed as the interface that facilitates a human's understanding of the AI's decisions, often 
provided after the model has been trained, and involves an additional layer of articulating 
those qualities in a manner accessible to users. 

Opacity is often viewed as an intrinsic property of ML systems, particularly those that utilize 
DNNs, which are commonly referred to as "black boxes" [14]. This characterization arises due 
to their sub-symbolic nature and inherent complexity, making it challenging for users to 
understand how these systems operate and make decisions. Furthermore, opacity 
significantly hinder trust in AI systems. Stakeholders, including end-users and decision-
makers, require a clear understanding of the processes underpinning outputs to foster 
confidence in these technologies. When an AI system is deemed opaque, it raises concerns 
about reliability and accountability, as users may feel uncertain about the validity of the 
insights generated or the fairness of the decisions made. This concern is exacerbated when 
stakeholders lack the necessary background knowledge or cognitive resources (i.e. due to 
time constraints, pressure, or distractions) to interpret the underlying mechanisms of the AI 
systems effectively. Consequently, opacity can result in scepticism towards AI applications, 
potentially undermining their adoption and integration into critical decision-making processes. 
To counteract this, measures should be taken to improve AI literacy and establish processes 
and environments in which sufficient cognitive resources can be allotted to interpreting 
results. Additionally, the integration of explainable artificial intelligence (XAI) methodologies 
can improve the comprehensibility of decisions, fostering trust by decision-makers. These XAI 
methods will be a focus of this whitepaper. 

Explanations of AI predictions serve as a bridge between complex computational models and 
human understanding. While uncertainty quantification (UQ), which we have covered in the 
accompanying whitepaper on robustness and reproducibility, enables decision-makers to 
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understand the confidence associated with a prediction to gauge its robustness and the 
likelihood of other outcomes, it is often also important to gain insights into the mechanisms 
driving predictions. Moreover, effective communication supported by well-structured 
explanations, enhances the ability of decision-makers to convey critical information to the 
public. In scenarios where lives and resources are at stake, stakeholders must not only rely 
on numerical predictions but also interpret these predictions in a meaningful way. This is 
where XAI plays a fundamental role; it helps articulate the uncertainties and potential 
consequences of different decisions, thereby promoting a shared understanding among 
various stakeholders. For instance, in a postmortem analysis after an event, it may be 
necessary to answer the question “Why did the forecast not work as well as it could have?”. 
Or an analysis of feature importances could be used to ascertain the value of specific data 
and benefits of certain observational platforms, answering the question “How much does this 
data contribute to a reduction in forecast error?”, supporting decision-making in the allocation 
of funds to observational platforms, although these decision should not be solely based on 
this data alone, as there may be multiple explanations for the same prediction [15]. In 
climate science, explanations could be used in what-if scenarios answering questions like 
“Why does the model predict a drought area here?”.  

 

3.2 Difference between physics based and data-driven models 

In the domain of weather forecasting, two primary modeling approaches are utilized: physics-
based models and data-driven models. Each of these methodologies has distinct 
characteristics and challenges, particularly concerning the interpretability of their outputs. 
Traditional physics-based numerical weather prediction (NWP) models like the Integrated 
Forecasting System (IFS), rely on fundamental physical laws and equations to simulate Earth 
system processes [1]. These models are rooted in well-established scientific principles, which 
not only provide a robust framework for understanding weather phenomena but also allow for 
a degree of transparency in how forecasts are generated.  
 
On the other hand, data-driven models, particularly those utilizing ML techniques, offer a 
contrasting approach by learning patterns from historical data without explicitly incorporating 
physical laws. While these models, such as the ECMWF’s Artificial Intelligence Forecasting 
System (AIFS) [2], have demonstrated impressive performance in certain forecasting 
scenarios, they operate as "black boxes." This opacity arises from the inductive reasoning 
employed by ML algorithms, where predictions are based on patterns learned from previous 
data rather than on explicit physical relationships. Consequently, while data-driven models 
can generate forecasts rapidly and can sometimes outperform traditional models in specific 
contexts, their lack of interpretability may raise doubts with stakeholders. 
 
Physics-based models, despite their complexity, are inherently more interpretable because 
their outputs can be traced back to the governing equations, e.g. of fluid dynamics and 
thermodynamics. For example, if a bias is detected in the estimation of precipitation 
amounts, in a physics-based system the analysis could focus on those terms or parameters 
that are connected to moisture, etc. This intuitive approach is impossible for a data-driven 
model. However, while this may be true in theory, modern NWP systems have reached a 
degree of complexity that also makes it difficult to intuitively understand all predictions. In 
addition, there are many processes in the Earth system that are not yet fully understood or 
happen on a scale that is below the size of the grid in NWP systems, which are therefore 
modelled by learned or expert-determined parameters. On the other hand, the theoretical 
possibility to trace back factors for a prediction to certain physical laws could already suffice 
to enhance trust in the system. 
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4 Explainability methods in weather forecasting 

The methods of explainability can vary based on various factors such as the characteristics of 
the model, the scope of explainability and the stage at which XAI is applied. In this section 
we will go through the various types of XAI and understand how common methods are 
applied to different AI models. 

 

4.1 Types of explainability 

 

Figure 1: Dimensions of XAI techniques 

XAI techniques can be classified into four broad categories: scope, algorithm type, 
compatibility, and the stage at which explanations are applied (see Figure 1). In terms of the 
scope of explainability, there are two main types: local and global. Local explainability 
focuses on understanding individual predictions. For example, if a weather forecasting model 
predicts a flash flood, experts may want to identify the specific inputs that led to this 
prediction. Common techniques for local explainability include Shapley Additive Explanations 
(SHAP) and Local Interpretable Model-Agnostic Explanations (LIME). In contrast, global 
explainability provides insights into the overall behavior of a model across an entire dataset. 
It helps users understand the broader decision-making patterns of the model. Techniques 
such as Shapley Additive Global Importance (SAGE), partial dependence plots (PDP), and 
feature importance are frequently used for global explanations. 

XAI techniques can also be categorized based on the type of algorithm, with two primary 
methodological approaches: backpropagation-based and perturbation-based methods. 
Backpropagation-based techniques are typically applied to models with layered architectures, 
where the contribution of input features to the output can be traced backward through the 
network. These methods aim to identify which inputs most significantly influence the model’s 
predictions. Notable examples include Class Activation Maps (CAM) and Layer-Wise Relevance 
Propagation (LRP). In contrast, perturbation-based methods are generally used with black-
box models, where internal mechanisms are not accessible. These techniques involve 
systematically altering parts of the input data to observe corresponding changes in the 
output, thereby inferring feature importance. Common perturbation-based methods include 
SHAP and saliency maps. 

Another dimension for classifying XAI techniques is based on their applicability to different 
types of models, distinguishing between model-specific and model-agnostic approaches. As 
the terminology implies, model-specific techniques are tailored to specific classes of models 
and leverage internal model structures to generate explanations. For example, LRP and 
saliency maps are commonly used with neural networks due to their reliance on model 
internals such as gradients and activations. In contrast, model-agnostic techniques are 
designed to be applicable across a wide range of models, regardless of their internal 
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architecture. These methods treat the model as a black box and generate explanations based 
solely on input-output behaviour. Among the most widely adopted model-agnostic techniques 
are LIME and SHAP. 

Finally, XAI techniques can also be classified based on the stage at which explainability is 
applied, distinguishing between post hoc and ante hoc approaches. Post hoc techniques are 
employed after a model has been trained, typically during the testing or validation phase, to 
interpret and analyse its predictions. All the previously discussed methods (such as SHAP, 
LIME, CAM, and LRP) fall under this category, as they provide retrospective explanations 
without altering the model architecture. In contrast, ante hoc techniques refer to models that 
are inherently interpretable by design. These models are constructed with transparency in 
mind, allowing their decision-making processes to be understood directly. Examples include 
linear regression, logistic regression, and decision trees, which offer built-in interpretability 
through their simple and transparent structures. 

 

4.2 Explainability of common ML models 

Machine learning models can broadly be categorized based on their interpretability. 
Interpretable models, such as linear regression, logistic regression, and decision trees as in 
Figure 2, offer transparency in their decision-making processes. These models are often 
referred to as white-box models because their internal logic, such as coefficients or decision 
rules can be directly examined and understood by humans. For example, in a linear model, 
the weight assigned to each feature directly indicates its influence on the prediction. 
However, these simple models cannot accurately model complex systems, which limits their 
applicability to weather prediction or climate modelling. 

 

Table 1: Classification of common XAI methods along four dimensions 

 

In contrast, complex models like deep neural networks including Convolutional Neural 
Networks (CNNs) for image data and transformers for sequential data are typically considered 
black-box models. Their layered architectures with large number of parameters enable them 

Method Scope Algorithm Compatibility Stage 

Shapley Additive Explanations 
(SHAP)  

Local Perturbation 
based 

Model agnostic Post hoc 

Local Interpretable Model-
Agnostic Explanations (LIME) 

Local Perturbation 
based 

Model agnostic Post hoc 

Shapley Additive Global 
Importance (SAGE) 

Global Perturbation 
based 

Model agnostic Post hoc 

Partial Dependence Plots 
(PDP) 

Global Perturbation 
based 

Model agnostic Post hoc 

Tangent Linear Model (TLM) + 
Adjoint Model (ADJ) 

Local Backpropagation 
based / 
Perturbation 
based 

Model agnostic Post hoc 

Saliency Maps Local Backpropagation 
/ Perturbation 
based 

Mostly specific 
to DNNs 

Post hoc 

Layer-wise Relevance 
Propagation (LRP) 

Local Backpropagation 
based 

Specific to 
DNNs 

Post hoc 
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to learn intricate non-linear patterns, but this complexity comes at the cost of interpretability. 
Understanding why a deep learning model made a particular prediction requires post hoc 
explainability techniques, such as SHAP values, LIME, or attention maps. 

 
Figure 2: Explainability of common ML Models, adapted from [16] 

In terms of understanding a single prediction of a forecasting model, methods such as SHAP 
and LIME can be used across all model architectures. SHAP quantifies the contribution of each 
feature to the final model output. The model's prediction can be expressed as the sum of the 
bias (a baseline or average prediction) and the contributions from each feature [16]. To 
compute SHAP values, the method examines all possible combinations of features. However, 
calculating exact Shapley values can be computationally expensive, especially for high-
dimensional datasets. Therefore, approximate methods are often employed, such as 
permutation-based approaches, which create different permutations of feature orderings and 
evaluate the marginal contributions based on these multiple samples. It also allows for the 
analysis of interaction effects between features. While the primary goal is to understand first-
order effects, the method can be extended to evaluate how combinations of features together 
influence model predictions. This is particularly relevant in weather forecasting, where 
multiple features interact to produce non-linear effects on predictions. As an example, in the 
context of ocean regime prediction [17], SHAP values are utilized to assess how each feature, 
such as wind stress curl, contributes to the likelihood of specific regimes, providing nuanced 
insights into feature importance across different scenarios and enhancing the overall 
interpretability of the forecasting model. Another study examines the SHAP values associated 
with various features such as surface temperature and humidity, researchers were able to 
derive meaningful insights into how these factors influenced the likelihood of road freezing 
[16].  

LIME [18] begins by defining interpretable data representations that transform the original 
model's features into human-understandable formats, such as binary vectors indicating 
feature presence. LIME then utilizes a sampling method to perturb the input data, generating 
a neighbourhood of instances around the example to be explained. These perturbed instances 
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are assigned weights based on their distance from the original instance, allowing LIME to 
optimize a locally weighted loss function. This results in an (often linear) model that captures 
the local behaviour of the complex model while maintaining fidelity to its predictions. The 
modular nature of LIME enables it to be applied across various domains and model 
architectures, thereby facilitating a clearer understanding of model decisions and fostering 
trust among users by providing insights into feature contributions and the rationale behind 
predictions.  

SAGE [19] utilizes the same theoretical framework of Shapley values as SHAP to provide 
global explanations. It produces additive importance measures that accurately reflect the 
contribution of each feature while considering interactions among features. The calculation of 
SAGE values is computationally efficient, employing a sampling-based approximation that 
circumvents the exponential complexity associated with evaluating all possible feature 
subsets. SAGE could derive an equation linking temperature and humidity to precipitation 
probability, which is easier for meteorologists to validate against known physical laws 
compared to a neural network’s weights. It is also used in the analysis of models to predict 
road freezing. 

LRP is an attribution method that plays a crucial role in interpreting the predictions made by 
neural networks [20]. LRP sequentially propagates the output of a model back through the 
network layers to assess the importance of each neuron in contributing to the final prediction. 
This process begins at the output layer and moves backwards to the input layer, allowing 
researchers to compute the relevance of input features. By employing LRP, researchers can 
visualize which features of input data are most influential in determining the model's output, 
thus providing insights into the model's decision-making process. This capability is especially 
important when analysing complex, non-linear relationships inherent in geospatial data. In 
the context of predicting ocean regimes [17], for instance, LRP is utilized to evaluate the 
contributions of various input features for the prediction of different regimes, capturing model 
uncertainty and allowing for a comprehensive understanding of how specific features affect 
predictions, thereby supporting the interpretation of results. 

Tangent linear and adjoint models [21] have been a mainstay in NWP-modelling, particularly 
in data assimilation. The tangent linear model (TLM) linearly approximates how small 
perturbations in input variables affect the outputs around a given state – in concept similar to 
LIME with a linear local model, but based on differentiation. The adjoint model (ADJ), which is 
essentially the transpose of the TLM, is working backwards by computing propagation of 
sensitivities through the model steps. Extending TLM/ADJ to AI-based architectures 
introduces new challenges. From a computational perspective, while adjoints cannot be 
directly derived from governing physical equations anymore, the differentiability of most used 
architectures (such as neural networks with differentiable activation functions) still allows to 
compute them relatively straightforwardly in principle, while potentially involved in practice 
due to the high dimensionality. However, the interpretation of sensitivities backpropagating 
through the model is not necessarily governed by physical dynamics anymore but rather 
reflect the statistical mapping learned by the AI model. Still, practicality has already been 
evidenced for neural networks emulating simple physical relationships between variables, 
where this issue is lessened by sticking close to physical dynamics [22]. 

 

4.3 Graph neural nets (GNNs) 

GNNs are a special type of neural networks that can handle graph data structures. The 
graphs are made up of a set of unique vertices or nodes that may be joined to each other by 
edges allowing to model relationships or interactions between the vertices [23]. GNNs are not 
constrained by specific input structures, which allows the handling of unstructured and non-
Euclidean data [24]. Owing to this flexibility and possibility to model weather data in a graph 
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like structure (a mesh of observation points around the globe) they are widely used in data-
driven weather forecasting models like GraphCast or AIFS [2], [25]. 

These models employ GNNs on a spherical mesh representing the Earth [25]. They capture 
atmospheric processes across various spatial scales, from large pressure systems to localized 
phenomena, by encoding initial atmospheric states through deep GNN layers into a latent 
representation including long-range dependencies and decoding the output into future 
weather states.  

Aside from these use cases GNNs have also be employed for downscaling to off-grid locations 
[26] or in correcting biases in NWP models at local scales. WeatherGNN [27], for example, 
explicitly models meteorological and spatial dependencies informed by geographic principles 
and uses GNNs to adaptively learn area-specific meteorological relationships, thereby 
addressing local biases inherent in NWP outputs, and improving forecast accuracy. 

Explainability methods for GNNs adapt and extend techniques originally developed for other 
models to graph-structured data. These methods aim to identify and visualize which parts of 
the input graph nodes, edges, or subgraphs are most influential in the GNN’s predictions, 
thereby making the decision process more transparent [28].  

One of the predominant categories of methods for GNN explainability includes gradients and 
feature-based methods at the instance-level. These methods leverage the gradients or hidden 
feature values of the GNNs to approximate the importance of input features. For instance, 
gradient-based techniques compute the gradients of the target predictions concerning input 
features through back-propagation, which allows for identifying which features have the most 
significant impact on the model's predictions.  

Saliency Maps [29], originally developed for computer vision tasks, highlight the most critical 
features of the input graph that affect the prediction. The process involves computing the 
gradient of the prediction score concerning the input features, resulting in a visual 
representation where high saliency values indicate critical features. In weather forecasting 
models this can for example be used to identify the influential grid points for precipitation 
forecasts. There exists a plethora of different implementations and variants that aim to 
overcome some limitations of other methods (like coarseness of attributions for Class 
Activation Maps (CAM) [30] or noisiness of gradient-based methods). 

4.4 Adapting XAI for regression models  

While in literature, explainability methods have been mainly developed for and most often 
been applied to classification tasks, they can often be extended to regression problems. In 
this case, the question is no longer which factors contribute to the decision for a particular 
class, but rather what predictors cause changes in output variable to what extent.  

First attempts to extend XAI methods to regression problems [31] find that those XAI tools 
that are particularly transferable are those based on decomposition (e.g. LRP, Shapley values 
or integrated gradients), whereas other approaches such as sensitivity analysis are less 
suitable. This is explained by the fact that this decomposition, e.g. in the case of Shapley 
values provides contributing factors directly. 

While another approach is to transform regression problem into multi-classification problems 
(e.g. instead of predicting wind speeds, wind speeds are classified in intervals), and this 
approach has been adapted in other domains [32], it does not provide fully continuous 
explanations. Instead, reference values could be included, i.e. rather than answering the 
question “Why is the wind speed 10 m/s”, the question should be phrased as “Why is the 
wind speed 10 m/s as opposed to the local reference value of 5 m/s?” and propose adaptions 
to the methods (retraining and restructuring) to address the incorporation of these reference 
values. 
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Extending existing work on XAI for classification problems in weather forecasting [17] with 
first approaches on XAI for regression models seems to be a promising avenue for future 
research. 

4.5 Implications of direct observation prediction models 

While most ML-based weather forecasting models (such as GraphCast, AIFS, Aurora [3]) so 
far have been trained mainly on gridded re-analysis datasets and operate only on complete 
grids of input variables (such as temperature, wind components, humidity), recent work at 
ECMWF (termed AI-DOP) explores the possibility to predict a future state of the Earth system 
directly from observations [33], [34]. This circumvents the need for data assimilation as a 
prerequisite.  

Whereas the model architectures for AIFS and AI-DOP are similar, and thus similar XAI 
methods can be employed, the difference in input has an obvious impact on what can be 
explained with XAI methods. The explanations for AIFS will be in terms of the model space 
(meaning the variables on the grid that are a result of data assimilation). Explanations for 
DOP will be directly linked to observations and the quantities they measure, which depend on 
the observational platform but can include radiances from satellite observation in addition to 
atmospheric variables. This would allow XAI methods for DOP to more easily measure the 
contribution of specific observations to the reduction in forecast error, i.e. value contribution. 

4.6 Limitations of Explainability 

The application such XAI methods to large-scale weather forecasting models like AIFS and 
GraphCast presents several significant challenges. Firstly, the computational expense of 
applying XAI methods to models with large parameter counts can be prohibitive. The high 
dimensionality of meteorological data also restricts the applicability of many methods, such 
as PDP which can only visualise two features at a time. Many methods assume independent 
features. For high dimensional data with strongly correlated features, this gives weight to 
very unlikely (or even physically impossible) feature combinations. 

Although perturbation-based methods can identify which input variables, such as temperature 
and humidity, influence a forecast, they often fall short in explaining how the model captures 
complex spatial temporal interactions like atmospheric teleconnections or jet stream 
dynamics. Instead of single features, relying on higher order, human-understandable 
concepts could improve the interpretability for high dimensional data [35]. While this offers a 
promising direction for research, it is yet unclear how such concepts could be defined and 
labelled in meteorological datasets without excessive efforts for annotation. 

The explanations can also be susceptible to small changes in the input data that do not 
significantly alter the predictions of the underlying model but completely change the 
explanations. On the other hand, the same data but different model can lead to vastly 
different explanations. Which of these explanations is the correct one is often difficult to 
determine and requires domain expertise. The potential for spurious correlations [17] in 
neural networks can lead to nonphysical predictions, underscoring the necessity to validate 
findings against physical theories.  

Finally, the quantitative evaluation of XAI remains an open challenge due to several factors. 
Unlike model accuracy which has well established metrics, interpretability and explainability 
are multi-faceted concepts that lack standardized, objective, and widely accepted quantitative 
metrics. Many studies still rely heavily on anecdotal evidence or subjective human judgment, 
which impedes robust and consistent assessment of XAI methods [36].  
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5 Adversarial Attacks on AI Models 

After the discussion of transparency and explainability as paramount factors influencing trust 
in machine learning models and addressing further important technical factors [6] in the  
accompanying whitepaper on robustness and reproducibility, an area that still remains open 
are external attempts to undermine trust and/or performance. This will be addressed in the 
following paragraphs, focussing on attacks on models and how to mitigate them.  

 

5.1 Definition and Overview 

The rise of AI models across different industries has been accompanied by new security risks 
and attack vectors. So-called adversarial attacks typically involve manipulation of machine 
learning models or their training or inference data in order to produce deferred outcomes or 
gain sensitive access to the model’s inner workings or training data. 

Such vulnerabilities can influence not only the performance and availability of models, but 
also the public perception and credibility of the forecasts. Particularly as model forecasts 
serve as a foundation for a range of other applications from catastrophe prevention to 
prediction of sustainable energy supplies, maintaining system integrity is crucial. 

Adversarial attacks are typically classified according to the attack type (corresponding to the 
attackers’ goals) and the attackers’ access.  

 

White-Box Attack Attacker has full knowledge of the model’s 
parameters  

Grey-Box Attack Attacker has limited knowledge of the 
model, e.g. knowledge of training algorithms 
through documentation  

Black-Box Attack Attacker has no access to the model apart 
from its inputs and outputs 

Table 2: Types of attacks by attackers’ access 

A common example to understand adversarial attacks is that of object and person detection. 
In the early stages of the current AI boom, a famous example was that of small alterations to 
images undetectable for humans, which caused image recognition methods to misclassify the 
image and not detect certain features of the image [37]. 

In the domain of weather and climate forecasting, the risk of attacks on AI-based models has 
only recently been studied and there are no instances of such attacks occurring outside of 
theoretical settings. However, on the one hand, data-driven models have only become a 
realistic opportunity in the past years and citations from papers on adversarial attacks have 
skyrocketed in this timeframe. On the other hand, the intent for malicious attacks has been 
evidenced in the past. 

This is in line with ECMWFs 10-year strategy, setting a spotlight – next to the one on the rise 
of data-driven forecasting – on new requirements related to HPC-powered modelling, setting 
also a renewed focus on cybersecurity [38].  

 

5.2 Techniques and Methods of Adversarial Attacks  

5.2.1 Privacy-related attacks 

Some common attack methods such as model stealing and model inversion attacks (i.e. the 
reconstruction of sensitive training data from model output) are largely irrelevant due to the 
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focus on transparency and open data policies at ECMWF, where models are regularly made 
publicly available and training data is not particularly sensitive and often publicly available. 
For downstream systems, these attacks can still pose a problem, e.g. if they process 
protected data such as personally identifiable information, or if they develop models that are 
not open, making it crucial to ensure security and data protection for such systems.  

 

5.2.2 Data Poisoning  

Manipulations of training data are typically described under the term “data poisoning”. This 
can mean including data intended to negatively affect model performance in general, e.g. 
manipulating historic data with wrong values or it can be designed to induce learning of faulty 
correlations, i.e. teaching models to detect extreme weather events, where there are not any 
or conceal extreme weather events that are likely to happen. The term “data poisoning” 
thereby refers to the introduction of “poisoned” data into the corpus of training data by an 
attacker. 

While these attacks might be of some relevance for forecasting systems undergoing 
continuous retraining, the need for a possibility to alter training data makes this attack quite 
impractical for attackers, as even if the access is given without retraining the attack only 
effects future models and the training data is typically well-documented historical data such 
as ERA5, where alterations could be detected easily. 

  
Figure 3: Overview of attack vectors at training and inference time 

 

5.2.3 Evasion attacks 

Compared to attacks at model training time, attacks aimed at producing incorrect outputs at 
inference time while remaining plausible for humans and detection mechanisms present a 
more critical case (evasion attacks). 

They often rely on similar optimization processes as models during training, even if far less 
high-dimensional. In simple terms, while in training model weights are set by minimizing a 
certain objective function (measuring model performance) on a lot of historical data. For 
gradient-based adversarial attacks, while the model weights remain fixed and typically cannot 
be influenced by attackers, the inference data is “optimized” to maximize the objective 
function (corresponding to bad performance) or to achieve another goal measurable by such 
a function (e.g. conceal extreme events by minimizing detection likelihoods).  

The methods of such adversarial attacks depend to a degree on the underlying model 
architecture but generally rely on manipulation of the inference data. Since these are typically 
secured, validated and monitored, this typically requires breaches in hardware, transmissions 
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or software centres. However, in times of increasing geopolitical tensions and hybrid warfare, 
it is not unthinkable that intentional manipulation of own weather satellites could be part of 
attacks by state actors.  

Recently, an attack for autoregressive diffusion methods (in particular Googles GenCast [39]) 
was introduced, that is able to falsely produce extreme weather events on forecasts or 
conceal real extreme weather events [40].  

As many other attacks aimed at creating adversarial examples/observations, it is gradient-
based and requires white-box access of the AI model, i.e. full knowledge of the model 
architecture and parameters. For weather forecasting models, this assumption is generally 
realistic as most leading data-driven weather models are openly available. 

A key feature is the claimed ability to bypass monitoring by only introducing perturbations 
indistinguishable from natural noise and only needs access to very few measurements, such 
as the tampering with a single meteorological satellite. 

From a technical perspective, a computationally cheaper approximation of the GenCast 
inference function (i.e. the function mapping current weather states to future ones) is chosen 
and then used to generate adversarial perturbations, i.e. the perturbations that have a large 
impact on future weather states while remaining unnoticeable for current ones. 

While attacks at inference time could in principle also impact physical weather forecasting 
systems, the distinguishing factor is the inherent differentiability and optimization of many 
ML-models, which makes crafting adversarial perturbations and anticipating their effects 
simpler. While in physics-based forecasting systems, adversarial perturbations are possible as 
well, finding them is a more complex task. The extreme cost and required time to craft 
adversarial perturbations for traditional NWP systems make them unfeasible. 
 

5.2.4 Other attacks 

Other common attack types are model poisoning attacks, aimed at altering model parameters 
and thereby requiring some form of influence on them – while possible, the risk in the domain 
of weather forecasting is lesser than in other domains and the risk of the aforementioned 
attacks. 

A relatively new attack on neural networks particularly on edge devices are energy latency 
attacks, aimed at producing adversarial examples that are not necessarily constructed to 
weaken performance or produce undesirable outputs, but rather intended to maximize energy 
usage and latency. While neural networks optimized to efficiently run on edge devices often 
target average energy consumption as a target metric, these attack types try to find worst-
case scenarios in order to increase energy consumption and latency to the breaking point. 
These attacks could gain more relevance for future applications on edge devices. 
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6 Countermeasures Against Adversarial Attacks  

6.1 Maintaining data integrity  

As outlined in Section 5, safeguarding access to both training and inference data is crucial to 
protecting model performance against malicious influence. This includes access management, 
secure and encrypted processing of satellite data and protection of HPC facilities.  

A further consideration are attacks on infrastructure, as attempted in the previously 
mentioned DDOS attack. The high availability requirements at ECMWF, needing to publish 
forecasts daily and without delay, makes even temporary interruptions a large problem. 

ECMWF’s infrastructure therefore works with a “defence in depth” approach, aiming to ensure 
confidentiality, integrity, and availability of information by incorporating multiple layers of 
defence. Segmentation of data centre networks into different security zones allows to control 
and monitor traffic more efficiently and reliably, particularly with the involvement of third-
party cloud providers. 

 
Figure 4: Functional design of ECMWF's IT infrastructure, from [41] 

 

6.2 Detection and prevention methods  

Adversarial robustness can be seen in the context of the whitepaper “Robustness and 
Reproducibility for data-driven weather forecasting”. Here, robustness to natural 
perturbations were addressed, the notion of robustness can however be extended to 
adversarial perturbations, i.e. perturbations that are crafted to negatively influence model 
output and performance. One method (or rather collection of methods) to improve robustness 
presented in this whitepaper is regularization. Analogously, adversarial regularization is a 
concept designed to defend against adversarial examples, typically by including adversarial 
examples in training to then defend against evasion attacks at inference time. 

In the case of (extreme) event detection, a way to measure this form of robustness is to 
consider a radius on test (inference) data around the actual test data, in which the detection 
and classification of an event does not change. Once again, this measure is constraint by the 
natural variability of weather [42].  

 

6.2.1 Adversarial regularization 

Employing adversarial regularization typically comes with its drawbacks, potentially 
outweighing the benefits in the use case of weather forecasting. Smoothing in the feature 
space because of regularization tends to impact forecasting performance and in particular the 
confidence of models in their forecasts. 

This trade-off between reliability and security is an example of a concept that appears often 
within the realm of ethical and trustworthy AI. In other domains, training on adversarial 
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examples can address robustness issues. The prototypical example of stickers or t-shirt prints 
influencing person detection in autonomous driving can be addressed by including such 
images in the training set and labelling them correctly. While this approach is theoretically 
possible for data-driven forecasting models as well, in practice it is constrained by the natural 
sensitivity of weather, where small changes should often produce very different outcomes. In 
many instances atmospheric dynamics between extreme weather events and events that do 
not classify as such can be dependent on small changes in initial conditions in the real world. 
Including adversarial perturbations in training therefore is only advisable, if the perturbations 
are designed towards specific model weaknesses, i.e. in cases where small perturbations 
produce vastly different output in situations where they should not.  

More generally, the inclusion of perturbations to input states close to decision boundaries of 
event detection in training could increase robustness against manipulation by increasing 
robustness more generally and sharpening decision boundaries, as outlined in the whitepaper 
on robustness, albeit potentially at the expense of performance in other scenarios and at a 
substantial cost of computation. 

Whether this trade-off is worthwhile depends on the specific details of the model and the 
expected risk of an attack. This method is however not the same as traditional adversarial 
training in other domains, but rather attempting to augment training data to improve 
robustness more generally. 

 

6.2.2 Monitoring 

Continuous monitoring of inference data can support detection of adversarial attacks. While, 
as pointed out, it is possible in theory for some examples to bypass common monitoring 
systems, having them in place still restricts attackers’ capabilities.  

Possible approaches to monitoring of inference data include metrics and tests for detection of 
distribution shifts (e.g. Kolmogorov-Smirnov-tests, Wasserstein metric, …) as presented in 
the previous whitepaper on robustness and data validation techniques such as outlier 
detection, detection of irregularities or missing values. Further, the physical plausibility of 
inference data could be evaluated both globally in comparison to previous states and locally 
for certain weather stations in comparison to global states and boundary conditions from 
other weather stations. 

A similar argument holds for ensembling – assuming that adversarial examples, i.e. aimed at 
concealing extreme events are close to the decision boundary, incorporating more models 
with similar decision boundaries might restrict attackers having to find a configuration 
effecting all or most of the models. There might be instances where such a configuration 
within the detection threshold of natural noise does not exist anymore in the ensembling 
case, while it did exist for a single model. In other cases, a larger ensemble spread might 
indicate having low confidence. 

 

6.2.3 Red-Teaming and Penetration Tests 

Originally a concept developed by the US military during the cold war to act out political and 
military scenarios, red-teaming has since become a mainstay in cybersecurity and more 
recently in AI-related cybersecurity. It refers to security testing by designating an attacker 
team (“red team”) that tries to independently find and exploit weaknesses in security 
systems before they can be exploited by real adversaries. 
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6.3 Best practices for building resilient models from standardization 

Looking into the realm of standardization, the NIST (National Institute of Standards and 
Technology) published a taxonomy [43] on attacks and mitigations, providing an extensive 
classification of attack types for both classical AI models and generative AI. 

The taxonomy takes attackers goals, capabilities and knowledge into account separately, next 
to data modalities and lifecycle stage (i.e. training, inference). While challenges of supply 
chain and scaling of training data are momentarily not problematic within the field of weather 
forecasting (compared to generative AI), the mentioned trade-off between performance and 
security is crucial.  

Adversarial training for general AI systems potentially improves security at the cost of 
performance – as we have discussed in previous sections, this is particularly the case for 
weather forecasting due to the sensitivity of forecasts, where the negative performance 
impact might be more severe. The trade-off between performance and security against 
adversarial attacks is left as an open and potentially unsolvable question. 

Another challenge discussed is the unavailability of benchmarks for data poisoning and model 
evasion attacks, forcing evaluation practices towards red teaming and penetration tests. 
While there are some developments in this remark, further research is required here. 

With regards to international standardization, while the technical report ISO/IEC TR 
5469:2024 contains some input on adversarial attacks, generally the topic has not been 
extensively covered yet.  

 

6.4 A transparency – security trade-off 

Transparency and explainability are desired for many reasons such as facilitation of error 
correction, deeper understanding of model’s inner workings, provision of information for 
downstream providers and ability for other researchers to understand and contribute to 
research. There is a well-known trade-off, however, between transparency and security. 

Publicly shared information on inference data, model architectures or strength and 
weaknesses can potentially be exploited by attackers. In the case of [40], crafting the 
algorithm is only possible with knowledge of data assimilation, error detection and inference 
processes. This is not inherently problematic, as even with the existence of such attack 
algorithms, a security breach would be required to carry out the attack in most cases.  

In the field of weather and climate forecasting, transparency is widely viewed as a guiding 
principle and documentation on model architectures, parameters and weaknesses are 
regularly publicly published. 

The same holds true for explainability methods – firstly additional information revealed by 
explainability methods can at times be exploited to manipulate model predictions, and 
further, explanations can themselves be manipulated.  

An example of explainability being exploited for crafting adversarial attacks are decision 
boundaries revealed by XAI methods, that could potentially be abused to craft adversarial 
examples. 

The second type of attacks, designed to undermine trust in explanations, works in a similar 
fashion to the typical gradient-based attacks by adversarial example, except for having an 
additional side condition. Either the objective is to change the prediction under the side 
condition of keeping the explanation constant or reversely, keeping the prediction constant 
while changing the explanation.  
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While defensive measures can be implemented to prepare for such scenarios, it is important 
to keep in mind that additional information on a model’s workings may facilitate attacks or 
enhance attackers’ capabilities. 

 

6.5 Reinforcing trust through resilience 

As introduced in the opening whitepaper [a] of this series on ethical considerations, the value 
of trust extends to multiple groups of stakeholders within the context of the ECMWF and the 
DestinE initiative. Firstly, the trust of users is crucial to ensure they continue utilizing 
ECMWF's products. Equally important is the trust of downstream providers who build 
applications based on ECMWF's data and weather services. The trust of both groups can be 
significantly impacted by adversarial attacks (or rather the mere possibility of these).  

Weather and climate predictions can only deliver their full benefits if decision-makers act on 
them. Trust in the validity of predictions is therefore central to their value. For end users, 
user engagement may be dependent on trust in predictions and perception of ECMWF's 
reliability. For downstream providers and other stakeholders who rely economically on 
ECMWF's weather data, the risks associated with prediction accuracy are even greater and 
can directly influence economic outcomes. The worst-case scenario, while very unlikely and 
currently only a theoretical consideration, would be a failure to detect extreme weather 
events due to an adversarial attack, such as one performed by a malicious foreign actor 
tampering with weather satellite data. This not only undermines trust in disaster prevention 
data but also potentially endangers lives. 

To maintain and enhance stakeholder trust, potential avenues are to engage in active 
communication about security measures, transparency regarding attack attempts, and 
documentation of governance practices. Adhering to current standards in risk and quality 
management (e.g. ISO/IEC 42001) and equipping these systems with continuous monitoring 
of data and risks serves as a signal to stakeholders of a commitment to security.  

Additionally, conducting external audits and obtaining certifications in cybersecurity further 
underscores the importance placed on maintaining the integrity and trustworthiness of data 
and services. 
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7 Conclusion 

In this whitepaper we have discussed the topics of explainability and adversarial vulnerability 
of data-driven forecasts, how they relate to the principles of transparency, human oversight 
and cybersecurity as set out by the EU AI Act and how these topics impact stakeholder trust. 
While these are already important and established principles at ECMWF and beyond, they 
need to be adapted for this new technology. 

We have shown how explainability methods can enhance trust in ML-based weather 
forecasting systems and potential applications and benefits of explainable AI, for example in 
determining value of observational platforms, for after-event analysis or what-if climate 
scenarios to understand relevant factors.  

However, the high dimensionality of meteorological data and the size as well as complexity of 
data-driven forecasting models pose challenges for the application of XAI methods. The 
evaluation and the selection of optimal XAI methods remains an open topic in general and for 
large meteorological models in particular. Nonetheless, many interesting use cases for XAI 
within weather forecasting exist and the amount of literature on applications of XAI methods 
to the field is steadily growing. 

On the flip side, the increasing use of data-driven models also introduces novel 
vulnerabilities. Discussing techniques and methods of adversarial attacks, conceivable 
motives of adversaries and potential impact, we highlight that these attacks are mostly 
theoretical and would require substantial and persistent efforts and access by a potential 
malign actor. Despite this, conceivable motives exist, and the theoretical possibility could 
potentially still affect stakeholder trust in data-driven models. 

Possible avenues for mitigation are – besides monitoring for anomalies, which could be 
evaded, or adversarial training, where security-performance trade-offs make practicality 
questionable – mostly procedural measures intended to secure the data sources and ensure 
the data remain manipulation-free and trustworthy. 

In conclusion, a central recommendation would be the drawing up of voluntary codes of 
conduct for the design and implementation of ethical ML systems and their free adoption in 
the domain of meteorology, as mentioned in the EU AI Act. In the context of this whitepaper 
these codes would pertain foremost to the requirements regarding cybersecurity and human 
oversight. Parallel to this series of whitepapers [a], [b] we are also working on practical 
guidelines [c] that could serve as a blueprint for such codes of conduct. 
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